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"Y'know, watching government regulators trying to keep up with the world is my favorite sport." Stevenson, 2003: Snow Crash
Abstract
Virtual Worlds are intricate 3-dimensional, vivid environments that are the digital equivalent of the physical world (Glibert, 2011). VWs offer new and engaging methods of Information Communication Technologies used for conducting many kinds of processes and functions, from education and training, to new product development and customer service. A vast amount of personal information can be recorded, stored, and analyzed in VW. VW technology has been specifically developed to store and analyze everything that its users do, so the VW can adapt around what the user is doing or has done. These records can be connected to specific users and can sometimes be connected to their physical self. A number of legal and information systems articles have tried to tackle the subject of privacy in VW. This paper will present a rich account of what today’s VW consist of and the current state of privacy rights in VW.

Introduction
Virtual Worlds (VW) are intricate 3-dimensional, vivid environments that are the digital equivalent of the physical world (Glibert, 2011). VWs offer new and engaging methods of Information Communication Technologies (ICT) used for conducting many kinds of processes and functions, from education and training, to new product development and customer service. Initially dismissed as environments of play, VWs have gained legitimacy in government, business, and educational organizations for their application to endeavors such as distributed collaboration, virtual teamwork, multimedia meetings, training, and real-time simulation games (Castronova, 2005; Malaby, 2006; Schultze & Orlikowski, 2010). Early participants in ICT experienced very little legal or social pressure with respect to either privacy or regulation. As ICT continue to advance at an unprecedented pace, our understanding and valuation of nearly every aspect of life will change, from our daily routines to fundamental questions about identity, relationships, and privacy. 
In the first decade of the 21st century the number of people connected to the Internet increased from 350 million to more than 2 billion, and by 2025, the majority of the world’s population, 8 billion people, will be connected to the Internet (Schmidt & Cohen, 2013). The promise of exponential growth along with technology improvements unleashes the possibility that VW could make online experiences as real as real life, or perhaps even better. As this space grows larger, VW will allow more and more people to live their lives by blending their real world life with their virtual life. With the blending of virtual lives and real lives, this leads to questions of how privacy rights should be applied in VW?
The concept of the right to privacy has existed long before ICT and VW.   In 1986, Mason predicted that the advent and use of ICT would lead to four major concerns about the use of information: (1) Privacy, (2) Accuracy, (3) Property, and (4) Accessibility (Bélanger and Crossler, 2011).  Privacy in particular has been a subject of increasing concern over the last few years for both individuals and organizations.  Individuals believe they should protect and control their personal information online while organizations report spending much of their time reacting to privacy breaches as opposed to being proactive in their attempts to prevent them (Deloitte, 2007). 
For instance, more than 1 in 4 young adults have exposed things through ICT that they fear could be used against them when it comes to employment, and among 18- to 34-year-old ICT users, 29 percent say they feared that their photos, comments, or other personal information could come back to bite them -- either by causing a prospective employer to turn them down for a job, or by giving a current employer a reason to fire them (Croteau, 2013). Even though people are concerned about their online privacy, they are continuously posting, disclosing, and living out their lives more and more online. This creates an enormous amount of personal data that is easily monitored and stored that could be considered public and easily accessible by other individuals, organizations, and governments.  As technology continues to advance and users continue to blend their physical and online lives, privacy rights will continue to be a critically important topic.
VW deserve full and objective consideration in terms of privacy.  Meaning they should not be grouped with the other ICT.  VW present new and unique situations that do not neatly fit into current legal frameworks (Nelson, 2011) or with other online privacy issues. The focus of this research paper is 2 fold.
1) Explain why VW should be considered separate from other ICT.  
2) Grasp the current state of privacy rights for VW users.
A number of legal and information systems articles have tried to tackle the subject of privacy in VW. This paper will present a rich account of what today’s VW consist of and the current state of privacy rights in VW. First we will explain why VW should be considered separate from other ICT. Then we will explain what privacy rights are in the United States.  How they could apply to VW, and what privacy rights in VW currently are. In conclusion, we will identify critical issues that need to be addressed in future research projects. 
   
Virtual Worlds
VW are fundamentally grounded in the Internet. The technology used in VW can be seen as another layer of coding that exists within the Internet. VW have their historical beginnings in multi-user dungeons (MUD) and MUD object oriented (MOO), which were early text-based multi-user environments that combined role-playing with social chat rooms. From these early proto-ancestors evolved the graphically complex and highly immersive massive multiplayer online games (MMORPG) that serve as VW. 
Today’s VW are not just for game play. They provide a platform for users to explore, work, educate, and research. Users in their virtual form as avatars can simply wander around, experiment in an unstructured, goal free environment, or engage in purposeful activities. For example, in Second Life, users in the form of an avatar can spend the day visiting Paris, flying over the ocean, or relax on a secluded beach, or they can build their own virtual property like houses, cities, clubs, or a business store front in which virtual goods can be exchanged for real money. In addition, Second Life avatars can engage in virtual sexual activity or even virtual violence (Bliz, 2009). While some might argue that these virtual acts or virtual properties mean nothing in the real world, real world harm either physical or financial could be inflected through the use of a VW. In addition, VW allow for the physical world and the VW to interchange. For example, some VW allow business employees to begin a conference call in the real world, and then continue it in the VW where the avatars cannot only share ideas but can also explore business models in a 3D space (Blitz, 2009). 
A vast amount of personal information can be recorded, stored, and analyzed in VW. VW technology has been specifically developed to store and analyze everything that its users do, so the VW can adapt around what the user is doing or has done. This information includes body movements, facial expressions, the persons they interact with, what the interaction was about, the times the interaction took place, and consumer preferences. These records can be connected to specific users and can sometimes be connected to their physical self. In addition, users who work or play in VW tend to be connected for several hours every day which means more data collection then other ICT along with an easier way of connecting the VW avatar with the real life person.
VW technology can also enable other individuals to spy on the user without the user ever knowing. This means that someone can collect and store information about users without that person being aware of it or without them being a willing subject. For instance, users have a level of anonymity when living as an avatar in a VW. Users could make up an identity or they could easily take another person’s identity possibly without that person ever knowing.  
Lastly, user driven content is another reason why VW are different than other ICT. Users build houses, businesses, virtual goods which can be sold, and some have even developed cities for avatars to live inside the VW. Users are constantly creating and adding to the VW in which they live. 
Therefore, today’s VW pose new and specific privacy concerns that are at times far greater than those arising in other ICT interactions. It is necessary that we look at what possible issues affect privacy in virtual worlds.  Zarsky (2006) identified two basic categories.
1) Privacy concerns that result from moving personal information between the VW and the physical world.
2) Privacy concerns that pertain to the collection, analysis and use of personal information exclusively within the VW.
The various forms of privacy concerns depend on the level of access to the flow of personal information available in VW. VW owners and their business affiliates have easy access to the entire scope of data described above. Using this data an overall profile of the user could be very accurately constructed as well as easily being linked to their real life identity. Even though the following quote from Snow Crash is typically used in regard to Google Earth, we think it is fairly representative of the power of VW technology. 
“There is something new: A globe about the size of a grapefruit, a perfectly detailed rendition of Planet Earth, hanging in space at arm's length in front of his eyes. Hiro has heard about this but never seen it. It is a piece of CIC software called, simply, Earth. It is the user interface that CIC uses to keep track of every bit of spatial information that it owns — all the maps, weather data, architectural plans, and satellite surveillance stuff.” Stevenson, 2003: Snow Crash
 


The Right to Privacy in the United States
The right to privacy has been explored and discussed for centuries.  Before we can think about the privacy in VW, we need to understand what privacy legally is. The right to privacy protects an individual’s right to be protected from unreasonable or offensive intrusion into her private affairs and concerns. This right protects both physical privacy and other intrusions, such as the prevention of eavesdropping, restrictions on persistent, unwanted telephone calls, and prying into some forms of personal records. Privacy concerns generally involve at least one of three groups
1) Government
2) Private Entities
3) Other Individuals 
The Fourth Amendment says, “(t)he right of people to be secure in their persons, houses, papers, and effects, against unreasonable searches and seizures, shall not be violated, and no Warrants shall issue, but upon probable cause, supported by Oath or affirmation, and particularly describing the place to be searched, and the persons or things to be seized.” 
It’s important to point out.  The Fourth Amendment does not protect individual’s privacy from the invasion by people other than the government, even if the information or property found is later handed over to the government unless the government directed them to search your things in the first place. A Seizure occurs when the government takes possession of items or detains people.  A search is any intrusion by the government into something in which one has a reasonable expectation of privacy.  Typically, eavesdropping on your conversations or wiretapping of your communications can constitute an illegal search and seizure. Even though the Fourth Amendment only protects privacy from the government, we want to highlight what it does and does not included (Table 1). We believe these details will help highlight some of the complications in the right to privacy topic, and that they could play a significant part in the development in privacy rights in VW.











	Table 1: Fourth Amendment Privacy Details

	 
	Protected
	Not Protected

	Residences
	Everyone has a reasonable expectation of privacy in their home. 
	Conversations or other sounds inside your home that a person outside could hear, or odors that a passerby could smell without technological help to do so. If you open your house to the public for a party, or some other public event, police officers could walk in posing as guests and look at or listen to whatever any of the other guests could.

	Business premises
	You have a reasonable expectation of privacy in your office, so long as it’s not open to the public. 
	But if there is a part of your office where the public is allowed, like a reception area in the front, and if a police officer enters that part of the office as any other member of the public is allowed to, it is not a search for the officer to look at objects in plain view or listen to conversations there. 

	Trash
	 
	The things you leave outside your home at the edge of your property are unprotected by the Fourth Amendment. 

	Public places
	Fourth Amendment challenges have been unsuccessfully brought against police officers using monitoring beepers to track a suspect’s location in a public place, but it is unclear how those cases might apply to more pervasive remote monitoring, like using GPS or other cell phone location information to track a suspect’s physical location.
	You have little to no privacy when you are in public - actions, movements, and conversations are knowingly exposed to the public - even if you think you are alone can be watched and recorded. 

	Infiltrators and undercover agents
	 
	Public meetings of community and political organizations, just like any other public places, are not private. Importantly, the threat of infiltrators exists in the virtual world as well as the physical world: for example, a police officer may pose as an online "friend" in order to access your private social network profile.

	Records stored by others
	 
	As the Supreme Court has stated, "The Fourth Amendment does not prohibit the obtaining of information revealed to a third party and conveyed by him to Government authorities, even if the information is revealed on the assumption that it will be used only for a limited purpose and the confidence placed in the third party will not be betrayed." 

	Opaque containers and packages
	The contents of any opaque (not see-through) clothes or containers - laptops, pagers, cell phones and other electronic devices.
	Anything you expose to the public isn’t protected. So, if you’re in a coffee shop using your laptop and an FBI agent sitting at the next table sees what you are writing in an email, or if you open your backpack and the FBI agent can see what’s inside.

	Postal mail
	If you’re using the U.S. Postal Service and send your package using First Class mail or above, a search warrant is needed to open.
	Keep in mind that although you have privacy in the contents of your mail and packages, you don’t have any privacy in the "to" and "from" addresses printed on them. You don’t have any privacy in what you write on a postcard, either. 

	Electronic Surveillance
	 
	Is still being considered, but currently the government can use electronic means for surveillance without a warrant – GPS, spyware, key-loggers- since this can be done without having to enter your private dwelling. 



Distinguishing between technology such as powerful binoculars that simply enhance an individual’s senses and technology such as devices or software that create new superhuman powers such as spyware, the Justices have offered confusing guidance to lower courts. At times, they have relied on a distinction between sense enhancement and sense creation, a superficial distinction that fails to delineate when new surveillance technology is problematic (Katz v. United States, 1967). At other times, the Court has used language indicative of past Fourth Amendment doctrine requiring some sort of physical trespass in order to elicit the warrant requirement. The Court rejected that doctrine in Katz v. United States (1967), when it recognized that new technologies can make a private space vs. public space impracticable to discern. In addition, the courts have concurred that email should be given the same level of privacy protection as United State Postal Service mail (Randolp v. ING, DC. 2009).However, the Justices’ failure to clearly explain their reasons of concerns about new technology, coupled with their arbitrary use of language, has confused the lower courts and commentators (Fairfield, 2009). 
The Second Restatement of Torts (2000) states that an individual will be liable for unreasonable intrusion if he intentionally intruded upon the solicitude or seclusion of another and the intrusion is highly offensive to a reasonable person. This tort has been used in the Internet context primarily to prevent information gathering that reasonable people would find offensive. An individual may have a claim against a speaker who publicizes a private fact that does not have public concern and the disclosure of which a reasonable person would consider offensive. In summary, privacy rights fall into three categories in the United States. 
1) A citizen’s right to privacy against government intrusion is guaranteed by the Fourth Amendment and Supreme Court cases such as Griswald v. Connecticut (1965).  
2) A person’s right to privacy against the intrusions of private citizens is not guaranteed, but it is supported in most states through common-law developments (Prosser, 1960). 
3) Sui generis privacy rights have emerged where legislation has sought to protect individual privacy in specific situations (Blanke, 2001).
Sui generis or the so called right to be left alone has been divided into four categories (Prosser, 1960). 
1) Unreasonable intrusion upon the seclusion of another
2) Appropriation of the other’s name or likeness
3) Unreasonable publicity given to the other’s private life
4) Publicity that unreasonably places the other in a false light before the public
These four principles are currently probably the most relevant to privacy in VW. 

The Right to Privacy in VW
What does all of this mean to the right to privacy in VW? Is there a reasonable expectation of privacy when in a VW? If there is, what is it? A reasonable expectation of privacy only exists if you actually expect privacy, or if your expectation is one that society as a whole would think is legitimate.
To begin we would like to stress that to date courts have had a hard time coming to a consensus on what constitutes a reasonable expectation of privacy online (Fairfield, 2009). A big point of contention is whether reasonable expectations of privacy are determined by what the government can collect or what it should collect (Farifield, 2009). It’s important to keep in mind that an individual either a private individual or a government employee could join a VW with a fake name and monitor whomever they wanted without ever obtaining a search warrant or having to reveal who they really are. 
Some Supreme Court cases have held there is no reasonable expectation of privacy for information an individual "knowingly exposed" to a third party — for example, bank records, telephone records, or possibly even VW records — even if you intended for that third party to keep the information private. In other words, by engaging in transactions in a VW, you’ve "assumed the risk" that they will share that information with the government or other third parties as stated in the user agreement. 
When an individual signs up for a VW and creates an avatar, they are forced to agree to the terms of the VW owners typically referred to as End User License Agreements (EULA), Terms of Service (TOS), or simply set out in lesser documents such as Codes of Conduct and Reimbursement Polices (Lim, 2008). You may "knowingly expose" a lot more than you really know or intend to due to the terms of the agreement. By signing this agreement you are agreeing to the privacy terms the VW owners and operators state which means all of the data collected, stored, and analyzed was done so with the user’s permission, and is probably not protected by the Fourth Amendment under current law. There may be privacy statutes that protect against the sharing of this information — some communications records receive special legal protection, for example — but there is likely no constitutional protection, and it is often very easy for the government to get a hold of these third party records without the individual ever being notified and for the data to be either shared or sold to other private entities. 
The users of VW are bound by the rules put forth by the VW owners in the EULA, TOS, or Codes of Conduct and Reimbursement Polices. These agreements are long, complicated, and you would mostly likely need to be an attorney to fully understand to what you are agreeing. Some have argued that these agreements are not efficient, not legally secure, and give the VW owners all of the control (Roquilly, 2011). One could possible say that the biggest lie told today is “Yes, I have read and agree to the terms”. 
However, this is not to say that the Internet or VW are completely devoid of laws or regulation. The US currently uses a “3-E Approach” in regard to online privacy. Basically, the US does not contend there is a one size fits all for online privacy due to the complications that arise from different technologies, different uses, different situations, etc. The “3-E Approach” does not imagine it is possible to craft a single, universal solution to online privacy concerns. Instead it aims to create a flexible framework that can help individuals cope with a world of rapidly evolving technological change and constantly shifting social and market norms as they pertain to information privacy (Thierer, 2013). The “3-Es” refer to education, empowerment, and targeted enforcement of existing legal standards. One problem currently with the “3-E Approach” is that it does seem to put the lion share of the responsibility onto the user. It’s important to point out that to date no other countries seem to be taking the US’ “3-E Approach” as a guide to online privacy. The European Union has drafted their own policy which does seem to be having more of a global impact.
Overall, there seems to be two main camps when it comes to how privacy rights should be set for VW. One camp believes privacy rights should be set by the “market” referred to as “separatists” (Chambers, 2012). This group believes that market pressures or industry pressures from users or society will force self-regulation that will ultimately create the best outcome. The second camp believes privacy rights should be regulated by the government or “inclusionists” (Chamabers, 2012). While education and user empowerment is important, we do believe that some government regulation will be critical moving forward. We believe that there is no silver bullet for this problem. Especially given the diverse needs and use of VW technologies, we believe that both sides need to be debated and fully considered order to develop privacy education for all users including the importance of TOS, empowered user who understand how critical they are to the success of VW, and a legal industry who can impart upon law makers which privacy laws are important for user protection.
 
The Future of Privacy in VW
Future debate and research is critical for the field on privacy rights in VW, and this debate needs to happen now. Can a reasonable expectation of privacy ever exist for data in VW, and could this data ever be protected by ways similar to the Fourth Amendment even though you have "knowingly exposed" that data to a third party, other individuals, or to the public at large? To attempt to answer this question, we put forth three main areas of future research shown in Table 2.

	Table 2: Future Research Areas

	Private Space vs. Public Space
	1) Could user driven content areas be seen as private spaces?                            
2) If so Is there a level of privacy that someone could reasonable expect when entering a “private space” in a VW?

	Online Persona
	1) Since avatars are the virtual representation of a real person, could real life privacy laws be applicable?


	Online Persona and Property Rights
	1) Could privacy laws be the answer to virtual property theft?                                       
2)  Could privacy laws be used to protect users’ intellectual property rights?



Private Space vs. Public Space
First it is critical to realize if a private space could ever exist in a VW. This is a very important point in determining privacy rights in VW. Since previous court cases have made decisions such as phone calls on public pay phones being deemed as private conversations and email being given the same privacy rights as United States Postal Mail service. If perhaps, user driven content areas such as houses or business could be considered private property inside a VW, it is possible that the data exchanged in those areas could maintain the same rights as in the real world.
Since users can build houses and businesses and can perform very personal private acts in VW, there is a false sense of privacy while living in a VW.  There could also be a very strong case for the right to privacy of the user while in those areas of a VW. This leads to questions that need to be addressed.
1) Could user driven content areas such as houses, businesses, etc. be seen as a “private space”?
2) If so, is there a level of privacy that someone could reasonable expect when entering a “private space” in a VW?
It is not as easy to answer questions like these. First, there must be a discussion if it is possible to distinguish between a public and private space in VW? This has been a much debated topic. On one side of the debate, some have argued that virtual worlds are, in fact, public spaces as they represent the essence of public space (Oliver, 2002). Others have argued that virtual worlds are not public spaces as they are carefully controlled with certain rules and regulations crafted by the owners of the VW environment (Taylor, 2002) and a large part of the success of a VW can be attributed to user driven content. In terms of corporate ownership, user driven content, and intellectual property rights, VW and spaces contained in them could function as private spaces.
 A physical world comparison of a VW would be similar to a shopping mall, meaning a private space that is often perceived as being a public space. However, if a person owns and operates a business space within the shopping mall, the only part of that business that is considered public is the area where the public is welcomed. Could this distinction also be made in a VW business? What about a house in real life? Every individual has a right to privacy in their home. What about the right to privacy in a virtual house? If these two situations can be interchanged between the VW and the physical world, then should not the same privacy rights extend to the VW as it does to a real world?
For the user, the distinction between whether a VW space functions as a public space or as a private space could be an important factor in determining the expectation of privacy when living in a VW. Without proper understanding or discourse of what a private space or public space is, users may open themselves up in a way that could cause them to feel as if their privacy has been violated. A more formal clarification or distinction between what public and private spaces are will continue to be a gray area until users of VW force the conversation with the VW owners and operators and possible have a call to arms for regulation in their behave. Until then, users should take reasonable precautions.
Online Persona
It has been suggested that the best way to protect VW users is through the concept of personhood or persona (Nelson, 2011). An online persona consists of an individual’s attributes that identify them to a reasonable third party and is comprised of their name, signature, photograph, image, likeness, and voice (Kutler, 2011). Therefore, an online persona identifies a person to others (third parties, government entities, or private individuals) through email accounts and online identities such as VW avatars. Especially in VW where the avatar becomes an extension of the physical person’s self from the formation of the avatar’s interest and actives to their personal relationships (Biltz, 2009).   
The online persona is an intangible, yet legally protectable asset (Kutler, 2011). However, avatars do not maintain the same online privacy rights as their physical selves do. From a government perspective, this could be explained by not having to physically infringe upon the person to collect the data. From the private third party perspective, the individual agreed to the terms of service by clicking the “I Agree” button. If it could be argued that the avatar is truly an extension of the physical person, then why should the same privacy rights not be extended to the avatar in a VW as they are applied to the individual in the physical world?
In addition, what if someone takes another person’s name, builds a VW avatar, and lives in the VW as that other person. Even if the VW is contacted and this offense is covered in the VW TOS, what penalty is imparted for this invasion of persona and right to privacy? At best, the account will be removed, and the VW might be able to block that user from ever creating another account. Should that individual be held accountable in the real world? What if that person caused mental or physiological harm on the person whose identity they took in the real world? Given the connection between the online persona and the physical persona, it’s hard to not understand that real world harm could be inflicted in this given scenario. 
What if the fake account was created to steal virtual property from the user? It has been argued that privacy laws could be used in an efficient way to protect users against virtual property theft. Virtual property theft violates the persona of the VW user because it invades the private areas of the victim’s identity and privacy (Nelson, 2011). One possible reason as to why privacy could be an efficient way to govern the theft of virtual property is that it is hard to assign value to virtual property, but it is much easier to understand the personal connection to the loss of property even if it is virtual property.

Conclusion
Currently privacy rights of VW users are set up and defined by the TOS of the VW. We argue that privacy rights need to be approached in two ways, from the VW users working with the VW to improve their rights in the TOS and improved government privacy regulation as called for by the VW community. As in the days of the Wild West, the law has been slow to make its way into the realm of VW. Privacy laws or the right to privacy is critical at this point in the development of VW for several reasons. For one, technology is advancing so fast, it is important to begin this process today if there is any hope in being able to keep up with new technology as it is introduced. Secondly, with the global aspects of VW and the rise of the Internet population from developing countries that probably do not have a concept of what privacy is because they have never lived in a place that values privacy, privacy is a critical subject that needs to be addressed now. This large influx of new users who may not be concerned with privacy could have a very negative impact on privacy rights ever being expanded to VW users.
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