Virtial Worlds Reseorch

rch.org  ISSN: 19418477

Volume 2, Number 3
ology, Economy, and Standards.

Community,

CreatEiom
COMMEFE3

Artwork by Anshe Chung Studios




Volume 2, Number 3
Technology, Economy, and Standards
October 2009

Editor Jeremiah Spence

Guest Editors Yesha Sivan
J.H.A. (Jean) Gelissen
Robert Bloomfield

Reviewers Aki Harma
Esko Dijk
Ger van den Broek
Mark Bell
Mauro Barbieri
Mia Consalvo
Ren Reynolds
Roland LeGrand
Vili Lehdonvirta

Technical Staff Andrea Mufoz
Kelly Jensen
Roque Planas
Amy Reed

Sponsored in part by: The Journal of Virtual Worlds Research
is owned and published by:

(if)

£ iy pu S depp of
ﬁ? [ E X A S RADIOTE SIONFILM
DIGITAL LIBRARY  uNIVERSITY OF TEXAS AT AUSTIN

THE SINGAPORE iNTERNET RESEARCH CENTRE virtual worlds research consortium

The JVWR is an academic journal. As such, it is dedicated to the open exchange of information. For this reason, JVWR is freely
available to individuals and institutions. Copies of this journal or articles in this journal may be distributed for research or
educational purposes only free of charge and without permission. However, the JVWR does not grant permission for use

of any content in advertisements or advertising supplements or in any manner that would imply an endorsement of any
product or service. All uses beyond research or educational purposes require the written permission of the JVWR.

Authors who publish in the Journal of Virtual Worlds Research will release their articles under

the Creative Commons Attribution No Derivative Works 3.0 United States (cc-by-nd) license.
EY ND

The Journal of Virtual Worlds Research is funded by its sponsors and contributions from readers. If this material is useful
to you, please consider making a contribution. To make a contribution online, visit: http://jvwresearch.org/donate.html




e Virtual Worlds Research

jvwresearch.org  ISSN: 1941-8477

Volume 2, Number 3
Technology, Economy, and Standards
October 2009

Content Level Gateway for Online Virtual Worlds
By S. Van Broeck, M. Van den Broeck and Zhe Lou
Alcatel-Lucent, Belgium

Abstract

This paper focuses on protecting future virtual worlds from the familiar but
often irritating spam, pop-ups, adware and other web-based nuisances.

Over the last decade, the internet had a profound effect on how we work and
how we arrange our personal and professional lives. Along with the many
advantages, people are also burdened with inefficient parental control, spam, pop-
ups, viruses, adware, spyware and more. Virtual worlds available to the general
public will obviously be accessible via the Internet, just like the Web pages people
are visiting today. Virtual worlds will therefore also be faced and have to deal with
similar dangers and negative influences that users and administrators are
experiencing today but now manifesting themselves as 3-D models, avatars, textures,
animations, or any other type of content commonly used by virtual worlds. We
propose a solution to guard our future internet from such counter productive content.

Keywords: Policy control; virtual worlds; MPEG-V; spam; OSG
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Content Level Gateway for Online Virtual Worlds
By S. Van Broeck, M. Van den Broeck and Zhe Lou
Alcatel-Lucent, Belgium

Along with the many internet advantages, peoplé finemselves overwhelmed with
inefficient parental control, spam, pop-ups, visjsadware, spyware and other web “junk.” All
these elements are working against productivity against enjoyment of the internet and need
to be counterfeited by specialized software likarsgilters, firewalls, adware filters and others.
Market revenues in this area reach in the billibdalars.

Virtual Worlds (VW) are posing themselves as theifel of internet. Today, hundreds of
VWs already exist, each addressing a target grAsgsuch, there are VWs that are specifically
created for educational and training purposes, retlfiecus on travel, social networking or
gaming, and still others target communities likepooate environments or young children. It is
this mix of VWs and the seamless interoperabiligtween them that represents the three-
dimensional (3-D) internet of tomorrow. People he tfuture will be able to go into virtual
showrooms, watch the car of their dreams in thawofite color, enter inside, activate the
controls, talk to other visitors, and make a deigh\& sales person. They will be able to make a
virtual trip, take personalized courses with haadsexercises on virtual models, and have
meetings and perform tasks in virtual settings #énatnot possible in the real world.

These VWs will have to deal with the same negatii@ences as the internet of today,
only now these distractions will be presented whfterent package. Such packages can be 3-D
models, avatars, textures, animations, scriptsygoar any other type of content commonly used
by virtual worlds. People will be subjected to agggive, violent, annoying, sexual, intimidating,
or other offending content.

This paper proposes a solution to guard our futuegnet from the very start from such
counterproductive content.

Related Works

Current filtering systems operate on specific prote including Hyper Text Markup
Language (HTML), Simple Mail Transfer Protocol (SM)T and Internet Message Access
Protocol (IMAP). Several standardization initiaBvere addressing this topic by defining
vocabularies, categories, or semantics descriypestof content. As such, the World Wide Web
Consortium (W3C) maintains the Platform for Intérn€ontent Selection (PICS)
recommendation for HTML content and the Family @alBafety Institute (FOSI) maintains the
Internet Content Rating Association (ICRA) standaddher organizations make use of these
standards to filter content based on policies gea& lsentral or supervising authority. As such,
companies can implement a company-wide policy tmeas to HTML content. One such policy
control is the eXtensible Access Control Markup dguaage (XACML) from the Organization for
the Advancement of Structured Information Standé@isSIS).

Certain content, however, may not be tagged or beatagged incorrectly. Therefore, a
number of complementary actions can be taken, diublack and white lists, content analysis
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optionally complemented using data mining or maehi@arning techniques, statistical data
compression models, or user feedback statistidst Af effort is spent to identity every single
peace of content on the web and to prevent inapjatepcontent from reaching certain target
groups.

To some extent, mentioned techniques can be reinséw/s. These can, for example,
bar certain users from accessing a particular V\WWhmlike barred access today to certain
internet sites. This solution does not, howevesyje a fine-tuned control where an authority is
able to set a policy on certain content within t&/ instead of on the complete VW.
Additionally, the structure of a VW is quite difesrt from the structure of a web site and
therefore requires also adapted techniques.

Today, most VW have specific solutions build inbeit VW platform. As such, Linden
Lab’s Second Life is using a combination of (1)esscrights on object level and (2) categories
on land or parcel to refrain certain individual®nr accessing certain content. In Instant
Messaging Virtual Universe, persons with an adalssp (AP) can see naked persons while
persons without such AP will see them with stanglaridthing. Such solutions are platform
specific, do not address interoperability betweiiei@nt platforms, and therefore do not support
3rd party policy control management over conteansing several VWSs.

Research has been undertaken to define methodeethtio screening certain content for
a specific environment. Such methods can be usewbthify or replace certain objects for certain
users. As such, a religious person may be presavitkd decently dressed person instead of the
scarcely dressed one. These are however also kpettisolutions often incorporated in the VW
platform itself.

System administrators having to deal with all thé®és will either have to deal with the
specifics of each of these platforms or have to deress to the complete platform. In the
internet of tomorrow, where numerous VWs will néednterwork, a more fine-grained solution
is needed where an authority can create a singjeydor content handling applicable to all VW
platforms.

Solution

VWs consist of content that is inherently differéram the content filtered by current
filtering applications. Billboards may have textitbat show violent behavior, models may have
sexually offending animations attached, and autethavatars or bots may annoy people by
offering all kinds of merchandise. To safeguard gheofrom these disturbances, a policy
mechanism should be put in place that can be amfityby a central authority on behalf of
individuals or organizations and that is applicdbleall VWs. Similar to current internet policy
management, we propose to locate this functionafityaccess equipment like routers and
gateways.



Journal of Virtual Worlds Research- Content Levatésvay for Online VWs 6

Figure 1. An example of an offending texture within a virtuabrld.

In order for such policy to work, every type of temt should be labeled. Such labels can
be part of the content alike the PICS format, Ihaéytcan also be located separate from the
content in semantics alike the ICRA format. As aample of the first one, the extendable
COLLAborative Design Activity (COLLADA) format codl be extended to hold PICS
information on a per element basis. The secondoagprimplements a separate set of semantics,
using technologies such as the Resource Descrifptamework (RDF) language, that link
uniquely to the content and that can reveal infeionaabout the content. In either approach,
models, textures, animations, and any other elesraan be labeled with the type identifier for
use by the policy system.

Most, if not all, VWs are organized in a hierarctievay. One such library providing a
hierarchical structure is the OpenSceneGraph (OAQ)ess to the element’s hierarchy level as
programmed in the OSG could also be used by thieypobntrol. Indeed, once an element is
encountered with content type that is rejectedheydurrent policy, all dependent elements can
also be refused. The COLLADA format could be exeghdr the streaming protocol updated to
include the current hierarchy level of the element.

Once the type of content can be discovered by aateauthority, policies can be set up
in a Policy Management Point (PMP) to intercepttatar content according to the user's
preferences. In case of interception, a specialgsgalication or rule engine can decide on what
actions to take next.

In the figure below, a functional overview of thagion is given. In the drawing, five
different options for countermeasures are givenase a policy rule is violated and therefore a
non-compliant condition encountered.
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Figure2: A functional overview of content control.

One of the actions that can be taken by the gatéarayw 1 above) is to simply abort the
application, to discontinue all further contentyémnove all intercepted content, or to remove all
intercepted content and all their dependents. Simginhoving objects from VWs may lead to
conditions where the VW scenery becomes incompleiere the application logic may not be
able to function correctly anymore, or where ingstesicies are created between different clients
that have a different set of policies for the safié. The religious person mentioned previously
may thus see the scarcely dressed person differfenth other people.

In order to overcome such barriers, adequate aotons removal or replacement of
elements requires quite some understanding of thé platform and application logic. To
remedy the simple approach described above, autmmiackward communication with the
VW platform presents another viable option. Arrowl@strates this behavior. As such, the VW
platform can take corrective actions like sendiagkbadapted content and also distributing these
corrections to other clients. When a child entevgtaal room, all offending content may as such
be replaced instantly for all the people alreadyspnt in that room.

Intelligence in the gateway may also autonomousplace content received from the
VW platform into other content. For instance, adicated by arrow 3, non-compliant textures
may simply be replaced by a specific and well recaple default texture much similar to the
text a browser shows when a non-compliant pagpesed.

As indicated by arrow 4, intelligent VW platformsagnalso decide to first retrieve the
policies in place for a certain client from the iPplinformation Point (PIP) so that it can already
adapt the VW in accordance with the policy settinigssuch case, the intermediate Policy
Execution Point (PEP) will continue to operate ba incoming content but will most probably
never need to intercept. This third approach alswva every individual VW application’s logic
to implement corrective measures that best matein kbgic. As such, one VW platform may,
for example, decide to disallow the user from ingjtcertain places while another VW platform
may choose to simply substitute the violating conteith an acceptable alternative.
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As for current existing solutions, the describetigyocontrol can be extended with black
and white lists for VW platforms as well as for imidual elements within the VW, user
feedback on VW platforms and elements (see arrowalgprithm-based content inspection,
statistical information, or any other existing medao help identity the type of content. For
example, textures may be screened to find nuditydets and animations can be analyzed in
search of obscenity, and scripts can be evaluatdstover misbehavior.

It may prove beneficial to introduce a general aepment strategy for elements that get
rejected by a policy and where the VW platform camloes not take corrective actions. In case
of animations, the violating animation could belaepd by an animation that reflects refusal. In
case of textures, a generalized texture could beatkindicating the violation to the user.

In order for the policy to execute the screeningthef content, it must have guarded
access to the content. Therefore, it may be negefgaV/Ws to agree on security measures with
the policy execution point. Both parties may ugtualic Key Infrastructure (PKI) to secure their
communication or decide to simply make use of spuootocol layers like Secure Sockets Layer
(SSL).

Conclusion

To safeguard the future of the internet, where ndifigrent VWSs will co-exist and will
have to interoperate with each other, a policy d@smtrol is needed to safeguard the users from
unwanted or malicious content. This paper prop@seslution where all VW content can be
labeled and based on this label, screened by eypalithority. In case of violations: (1) several
simple autonomous corrective measures that caakes t (2) a communication means with the
violating VW to allow the VW to take corrective ngges, and (3) a communication means for
the VW to anticipate violations by retrieving thelipy before streaming. On top of this policy-
based mechanism, non policy-based existing measumgsmeans to block unwanted content
remain applicable. This paper has been writtencwps of the Information Technology for
European Advancement 2 (ITEA2) Metaversel projeat ts in charge of MPEG-V (Moving
Pictures Experts Group for Virtual Worlds) standzaton.



